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On January 26, 2014, the State Administration for
Industry and Commerce issued the Administrative
Measures for Online Transactions (“Administrative
Measures”), which will come into effect on March 15,
2014. The Interim Measures for the Administration of
Online Commodities Trading and Relevant Services
(“Interim Measures”) will simultaneously be annulled.

Scope of Application

The Administrative Measures are applicable to all
behaviors engaging in online product trading and
relevant services. Online product trading refers to
business activities of selling products or providing
services via the Internet (including mobile Internet),
and the relevant services refers to profitable services
provided for online product transactions, including,
among others, third-party transaction platform,
publicity and promotion, credit rating, payment and
settlement, logistics, courier services, Internet access,
server hosting, virtual space rental, and website and
webpage design. Individuals, enterprises and other
entities that engage in the aforesaid transactions and
services (“Business Operators”) are regulated by the
Administrative Measures.

The information protected by the Administrative
Measures includes not only consumers’ information,
but also Business Operators’ information. Although
Business Operators’ information is not specifically
defined, Article 18 implies that it includes the Business
Operators’ personal information as well as business
secrets.
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Rules of Collection and Use

The Administrative Measures include requirements for
Business Operators to comply with in the course of
collecting and using the information of consumers or
Business Operators in their business activities. Those
requirements are similar to the principle stipulations in
the Decision of the Standing Committee of the National
People’s Congress on  Strengthening  Network
Information Protection and the newly revised Law on
the Protection of Consumer Rights which will come
into effect soon, without more specific rules. The
Business Operators are required:-

« to explicitly inform the data subjects of the purpose,
methods and scope of collection and use of information
and obtain data subjects’ consent;

* to publish rules for collection and use of data subjects’
information, without violating laws, regulations and
agreement with data subjects;

» to keep collected data of consumers’ personal
information or Business Operators’ business secrets in
strict confidence, and not to disclose, sell or illegally
provide such information to others;

* to take necessary measures to ensure the security of
information, prevent leakage or loss of information and
take remedial measures immediately when leakage or
loss of information occurs; and



* not to send any commercial information to consumers
without consumers’ consent or request, or where
consumers have expressly refused.

Legal Responsibilities

The Administrative Measures do not provide any
specific penalty on infringement of consumers’ or
Business Operators’ information. According to Article
49, for infringement of consumers’ or Business
Operators’ personal information, the infringer may be
punished according to the existing laws and regulations,
which include, for example, the Law on the Protection
of Consumer Rights or Provisions on Protecting the
Personal Information of Telecommunications and
Internet Users, whereby the infringer may be required
to take corrective measures, or exerted punishment of
warning, or subject to confiscation of illegal gains, fine,
suspension of business for rectification or revocation of
business license, and for infringement of business
secrets of Business Operators, the Anti-unfair
Competition Law and Certain Provisions on Prohibition
of Infringement of Trade Secrets may apply.

Credit Information

The Administrative Measures include stipulations on
the collection and use of a particular type of personal
information, which is the credit information. Credit
rating service providers for online product transactions
are obliged to collect credit information through
legitimate channels and comply with the principles of
neutrality, impartiality and objectivity, and are
prohibited from either arbitrarily adjusting the credit
ratings or related information of users, or using the
credit information collected for any illegal purposes.
Specific penalty provisions are also provided.

Complaint and Supervision Approach

Article 26 of the Administrative Measures provides that

Marrissa (Xiao) DONG Partner
Jennifer (Yu) GU Associate
Lena (Qiong) YUAN Associate

Tel: 8610 8519 1233
Tel: 8610 8519 1221
Tel: 8610 8519 2410

the Business Operators of a third-party transaction
platform shall establish inspection, monitoring and
control systems to supervise the Business Operators
that sell products or services via such platform and
the information published by such Business Operators
regarding products and services. The Business
Operators of third-party transaction platform shall
immediately report any violation of laws or regulations
to the administration for industry and commerce and
take timely measures to stop such violations.

Article 42 of the Administrative Measures entitles
consumers to file complaints to the administration for
industry and commerce if they identify any violation
behavior of Business Operators. The aforesaid
provisions regarding complaints and supervision
approaches are aimed to enhance the compliance
management of Business Operators, yet the effect in
actual practice remains to be further tested.

Our Observation

Compared to the Interim Measures, the Administrative
Measures extend the protection scope of information by
protecting not only the consumers’ information, but also
information of the Business Operators. It is the first
time that the Business Operators’ information has been
specifically defined as a type of information regulated
by law. Business Operators’ obligations are further
specified in the Administrative Measures compared
with the Interim Measures. Besides, the Administrative
Measures provide supervision over certain offline
services (such as logistics, express delivery) relevant to
online trading as a part of the online trading chain.
Although these stipulations may still need to be
interpreted by the authorities and are subject to practice,
the inclusion of such stipulations in the new
Administrative Measures reveals the intention of the
authorities to enhance the protection of information
rights in online transactions, as one of the major
concerns for consumers nowadays.
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