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JUN HE BULLETIN

The Regulation on Personal Information Protection of

Telecom and Internet Users (“Regulation”) was
officially issued by the Ministry of Industry and
Information Technology (“MIIT”) on July 16, 2013 and
will take effect from September 1, 2013, following a
draft of which was circulated for public comments in

April earlier this year.

Users’ Personal Information

“Users’ Personal Information” is specifically defined
under the Regulation as the information of the users,
such as name, date of birth, ID number, address,
telephone number, account number, password, that
can be used, either independently or when combined
with other information, to identify the users, and the
information concerning the time and location of the
users’ use of service, which is collected by telecom
business operators and internet information service
providers (“Operators”)

during their provision of

services.

Collection and Processing Rules

The Regulation requires Operators to comply with the
principals of legitimacy, rightfulness and necessity and
be responsible for the safety of Users’ Personal
Information in the course of collecting and using such
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information, and under such principles, they are
specifically required:-
. to formulate and publish rules for collection and

use of Users’ Personal Information;

. not to collect or use Users’ Personal Information
without their consent;

. explicitly inform users of the purpose, methods
and scope of collection and use of Users’
Personal Information, channels for inquiry and
correction, and consequences for refusing to
provide information;

. not to collect any information of users other than
necessary for its services, and not to deceive,
mislead or compel users to provide such

information, or collect or use such information in a

way not consistent with laws and administrative

regulations or the agreement with users;

. to supervise and manage the protective measures
of Users’ Personal Information by third party
vendors who are engaged to provide direct
marketing and/or technology services for

Operators and are therefore involved in collecting

and processing Users’ Personal Information; and

. to stop collecting or using any information of
Users upon termination of services to such Users;
and



. to establish complaints mechanism, publish
effective contact methods, accept complaints, and
respond within 15 days upon receipt of such

complaints.

Security Measures

The Regulation stipulates several security precaution
requirements for Operators in aspects such as internal
allocation of administration responsibilities,
establishment of management system, stipulation of
individual’s access authority, information review and
examination, system examination and retention of
operational records.

The Regulation also requires Operators to take

remedial measures, report to telecom regulators,
cooperate with investigation and supervision, provide
personnel training, and

perform periodic

self-inspection.

Legal Consequence

The Regulation provides that Operators which have
failed to formulate and publish rules for collection and
use of Users’ Personal Information or failing to
establish and publish complaint mechanism should
take corrective measures within a specified time limit,
and may be subject to a fine of up to RMB 10,000.
Operators that fail to perform other material personal
information protection obligations as required under the
Regulation may be imposed a fine of RMB 10,000 to
RMB 30,000. Nevertheless, if any violation activity
constitutes a crime, the responsible Operator may be
subject criminal liabilities as well.
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IN SUMMARY, the Regulation is a further step taken
by MIIT on strengthening legislation in the personal

information protection area.

In 2012, MIIT issued Several Provisions on Regulating
the Market Order of Internet Information Services
(“Market Order Provisions”), which include several
provisions stipulating obligations for ISPs to protect
users’ personal information that they collect and use in
their business operations. In the meantime, MIIT also
played an important role in the draft and issuance of
the Information Security Technology - Guideline for
Personal Information Protection within Information
System for Public and Commercial Services (the
“Guideline”) that was issued in 2012, and took effect
from February 1, 2013. Compared with the Market
Order Provisions, the Regulation includes more explicit
and clear requirements on Operators, and imposes
more requirements on them to establish their internal
security precaution measures in this respect.

In addition, as the NPC Standing Committee
promulgated the Decision on Strengthening the
Network Information Protection (the “Decision”) on
December 28, 2012, the Regulation has, on the basis
of the Decision, elaborated the principles thereunder

with more implementing rules for the telecom sector.

It seems that MIIT is taking an approach which
combines practices of both EU and the US, including
both enhancement

of statuary regulations and

promotion of non-binding rules for industry

self-discipline. Now it remains to be further tested in
practice whether and how Operators will comply with
such Regulation and how MIIT will implement the

Regulation requirements.
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