S H R R

To)

JUNHE

20161 H 8 H

& R PrIF TN &L I s )bl AL

(R ESIED i rAE R BB AT ML IR0

FromeEAREE2E T /N\NKRSWT
20154F12 27 H ik 1 &0d = s Ur) (b
Mo N BHE A E s M 32 S07E) CBURfRiAR « (R
¥ 7, g T2016F 1 H LH AT . ()
J LT o R S T ) A, e
W)z, s TR E L TAERSEA T
Mo By e HAs A H R Ak 7E BUR A ¢
HR 17 6 AN R S SOE B R B LS, R
SE ] BB TE — 8 F2 B 5 M oA R LI Y R RHE: A =] 7R
HEIEE .

— ({RBAE) RTREMEBRMAT ALK E
1. BORER OREE W B

WAE B, BESEER . LB R
FARME B A R LR E R LN RUIERE
AN A M 2 SCE Bl IR AR 52 BE RO 12 1 AN g
SERRREAT . AR, (RBE) IR
P R 5 P SR IR LAY SR B2 4kl B ol 75 JELAT 1)
FEF KA

2+ B IERA 2 XS B AR

(k) mHE, BELSEEE. LHM
55 SR it B R A ATBGEIMLE, V8 S2M
gegzdr, 5B WA I A 2 e BORBIE S i,
B LE A M S W T SO R A B AR K
BUE AR S W E XN AERIER G, B5r
s ik tltm, PRAFARSRIC SR, MIBRARRE R, M

N ENIRBE A KA TR -
3+ BBRAE X5

BeAh, CRBGE) IEWIRALE RS 5 ELER M 4
A JEAT SR IRIE 55 MR (SBED), HfEk
FLER . LIRSS IR N3 25 7 S il AT
G, N B A ECE TR EAT S IR A
HROERSS . AR, (RBED) JEAREE— DB
SEREL S LEE . TR RS HR B 2 R AU
FARIGUES i . A BRI S 44 1 R AR BLFEVF
LUAEFR, T CORENED RS0 HAE AL B
28 2R BT R e, IRy RIE I 2
A7 2T R FLAE R EL IR D R 55

4, FRERE

MR O ReyE), i3 B B e /Y s S A BB
WV 452008 F nl Re i Ab T Ek, HEZATTREEA
G A 2 5 AR N O3 DR B A Ak 1 B3 B o

= 5 ARBE (ER)) KREXL

HeEENRAERREE FZ R4 T 20144011
HAARIERZ LA (A N RSN s 8 3 S0
(BEZO) AL, (RRR) KRR T8 il
sk, PGS aE & . LIRS SRt
IS4 E HLAE R ELIC R i A AT o s
REO, BT SRR LI TH A, A
ROV SR P B B A7 A Hh A N IR0 [l 5%



% B S35 4 5 TG 25 O LA L. M1
= spp YT e A A SKATA B R (03T 40Kt — 2
K X G5 e BRI AT TLIBEIY ol 1
)é'\'fzigﬁﬁg’ «&@?ﬁ» EP%%%B@X%%@E*% ﬂtgﬁiﬁﬂgﬁ%zﬂmo
BRI Z AL, 44 SR IRRRMA T 00 B T K
SR B, R HRUIAE R L b

# O AfkN HIE: 8601085191233  HEARHbAE: dongx@junhe.com
Bows A 0 HiE: 860108519 1255  HEARHbAE: caikm@junhe.com

AN ZAE B H AR A ARSI AT P 28 AN B A T 55 BT A AT VR A R W B . iSRRG s %
WS, A T A 7 5 “wwwijunhe.com” B S S A AT B -AEE VRS IS 5 “ JUNHE_LegalUpdates ™.



mailto:dongx@junhe.com

UN HE BULLETIN

After three deliberations, the Counter-Terrorism
Law of the PRC (‘CTL”) was formally
promulgated by the National People’s Congress
Standing Committee (“NPC Standing
Committee”) on December 27, 2015, and took
effect from January 1, 2016. The CTL is the first
counter-terrorism law in China, which includes
wide-ranging stipulations and is intended to cover
to all aspects of counter-terrorism activities.
Among other things, the CTL provides obligations
for telecom and Internet enterprises to cooperate
with government authorities in investigating
terrorism activities, which may have a significant
impact on the operation of Internet and tech firms
in China.

Technical Interfaces and

Assistance

Decryption

According to the CTL, telecom and Internet
service providers are required to provide
technical interfaces and technical assistance in
decryption and other efforts to public and national
security authorities engaged in the lawful conduct
of terrorism prevention and investigation.
However, the CTL does not further specify the
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procedure and documentation required for the
authorities to make such requests for assistance.

Preventing the Dissemination of Terrorism
Information

The CTL also requires Internet service providers
to implement network security and information
and content monitoring systems and adopt
technical security measures to prevent the
dissemination of information containing terrorist
or extremist content. Once such content is
detected, Internet service providers shall cease
the transmission of the information, keep the
relevant records, delete the information and
report the occurrence to public and national
security bodies.

Identity Verification Requirements

In addition, the CTL clearly stipulates the
real-name requirement for telecom and Internet
providers. Under the CTL, telecom and Internet
providers are required to verify the identity of their
clients, and to not provide services to anyone
whose identity is unclear or who declines to verify



his/her identity. However, the CTL does not
further specify the required measures for
verification by telecom and Internet providers.
Although the content monitoring and real-name
requirements are already embodied in various
regulations, the CTL extends these requirements
to all types of telecom and Internet services as
statutory obligations of the service providers.

Legal Liability

According to the CTL, telecom and Internet
providers violating the aforesaid requirements
may be subject to fines and their direct
responsible persons may be subject to personal
liabilities of fines and detention.

Brief Comparison with the Draft Released for
Public Comment

Compared with the earlier draft of the CTL
released by the NPC Standing Committee in
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November 2014 for public comment, the final CTL
leaves out controversial language requiring
telecom and Internet service providers to file their
encryption plans with the encryption authority for
review; pre-install interfaces in the design,
construction and operation of telecommunication
and Internet programs; and store their device and
users’ data within the PRC.

Our Observation

In general, the obligations embodied in the CTL
are still vague and ambiguous, and the CTL
leaves large room for the authorities in terms of
interpretation and implementation. For example,
the CTL has not even provided a clear scope of
telecom and Internet service providers subject to
these requirements. The relevant government
authorities may promulgate further implementing
rules to stipulate the obligations. We suggest that
telecom and Internet companies closely follow the
developments in this area.
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